HNHCTPYKIUA

aJIMHHHCTPATOPa 0e30NMaACHOCTH MH(POPMALMOHHBIX CHCTEM MEPCOHATBHBIX JAHHbBIX
MKOY «J/JIuneii Nel» r. n. Haprkamaa

I. OBIIIUE NMOJIOKEHUA

1.1. lannas MHCTpYKIHMS ONpeneseT OCHOBHBIC O0S3aHHOCTH | TIPpaBa aIMUHUCTPATOPA
0e30macHOCTH MH(POPMAIMOHHBIX CHUCTEM MepcoHaNbHBIX JaHHBIX MKOVY «Jluneir Nely» r.m.
Haprkana (nanee — mkona).

1.2. AnMuHHCTpaTOp 0€30MacHOCTH MH(OPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JTaHHBIX
(nanee — UCII/In) siBasieTCss COTPYAHUKOM IIKOJIBI M HA3HAYAETCS MPUKA30M IIKOJIBI.

1.3. Pemrenue BompocoB obOecrniedeHuss MHPOPMAIMOHHONW O€30MacHOCTH BXOJIUT B
npsMBbIe CITy>KeOHbIe 003aHHOCTH aAMUHUCTpaTopa 6ezonacnoctu UCIT/H.

1.4. Anmunuctparop 6e3omacHoct UCIIJIH oOnamaer mpaBamMu JOCTynma K JHOOBIM
MIPOTrpaMMHBIM U amlapaTHbBIM PecypcaM HIKOJBI.

II. TEPMUHBI U OITPEAEJIEHU S

2.1. ABTomaTusupoBanHoe padouee mecto (APM) — mepcoHanbHBIM KOMIBIOTEp U
HOJKJIIOUYEHHBbIE K HeMy MepudepuiiHble yCcTpOHCTBa — HNPUHTEP, MHOTO(YHKIHMOHAJIbHBIE
YCTPOMCTBA, CKaHEPHI U T.J.

2.2. BrokupoBaHue NEePCOHAJNBHBIX JAHHBIX - BPEMEHHOE IpeKpalieHne o0paboTKu
NEPCOHANBHBIX JaHHBIX (32 HMCKIIOYCHHEM CIy4daeB, eclii 00paboTka HeoOXommma st
YTOYHEHHsI TEepPCOHANBHBIX HaHHBIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-®@3 «O
NEPCOHANLHBIX OAHHBIXY).

2.3. Joctyn k wuHpoOpMauMM — BO3MOXXHOCTh TOJy4YeHUs HUHPopMauuu u eé
Ucrnonb3oBaHus (cm. 2 @3 PO om 27.07.2006 o. N 149-d3 «06 unghopmayuu,
UHGOPMAYUOHHBIX MEXHOTIO2UAX U 3augume UH@GopmMayuuy).

2.4. 3ammra wuMHpoOpMAanmMM —  JEATEIBHOCTh 10  INPEAOTBPALLIECHUIO  YTEUKH
nH(pOpMallii, HECAHKIIMOHUPOBAHHBIX U HEMPETHAMEPEHHBIX BO3IEHCTBUI Ha HH(OpMaLINIO, TO
€CTb IpoliecC, HANlpaBIeHHBIN Ha JOCTHKEHHE HHPOPMALIMOHHOM 0€30MacHOCTH.

2.5. Uuopmanus - cBeneHus (cooOIeHMs, JaHHBIE) HE3aBHUCHUMO OT (OpPMBI HUX
npeacrasienus (cm. 2 @3 PO om 27.07.2006 oo N 149-P3 «06 unghopmayuu,
UHPOPMAYUOHHBIX MEXHONIO2UAX U 3auume UHPOpMayuuy).

2.6. UupopmanuonHasi cucrema nepcoHaiabHbIX JaHHBIX (MCIIIH) - cCOBOKYITHOCTh
coJepkalxcad B 0a3ax JaHHBIX MEPCOHAIbHBIX JAHHBIX U 00ECIEeYMBAIOLIUX MX 00pabOTKy
MH(POPMALIMOHHBIX TEXHOJIOIMHA U TEXHUUECKUX cpelcTB (cm. 3 @3 PP om 27.07.2006 2. N 152-
D3 «O nepcoHanbHbiX OAHHBIXY).

2.7. HecankuuonupoBauusblii foctyn (HCJ) — noctyn x nudopmarum, xpassieics Ha
pa3IMyYHbIX TUMaX HocuTene (OyMa)KHbIX, MATHUTHBIX, ONTHYECKUX U T. J1.) B KOMIBIOTEPHBIX
0a3ax JNaHHBIX, (aAWIOBBIX XPaHWJIMIIAX, APXUBAX, CEKPETHBIX YaCTSAX M T. J. Pa3IUUHBIX
opraHu3anuii myTéM u3mMeHeHus (MOBBILIEHUS, PabcuUKalNK) CBOUX MPaB JOCTYIIA.

2.8. Hocutenp wuHbopmanmu - m1000H MarepualnbHBIE  OOBEKT WM  cpefa,
UCTIONIB3YEMBIH JIJTsl XpaHEHUs WM Tiepeadn HH(pOopMaIim.
2.9. O0pa6oTKka mNepPCOHANBHBIX JaHHBIX - JI00Oe JeiicTBUe (omepanus) WK

COBOKYITHOCTh  JeMicTBHI  (omeparuii), CcOBepIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMATH3alMK WM 0€3 UCIOIB30BaHUS TaKHX CPEJCTB C NMEPCOHATBHBIMU JaHHBIMHU, BKITIOYAs
cOop, 3amuch, CUCTEMATU3AINIO, HAKOIUICHHE, XpaHEeHUe, yTouHeHne (0OHOBIIEHNEe, U3MEHEHNE),
U3BJICUEHHE, MCIOJIb30BaHUE, INepenady (pacnpocTpaHEHHWE, NPEJOCTaBICHHUE, JOCTYII),
o0e3nuunBaHue, OJIOKUPOBAHME, yJaJeHHE, YHUUTOKEHHUE NEePCOHAIBHBIX NaHHBIX (cm. 3 @3
P® om 27.07.2006 2. N 152-D3 «O nepcoHanvbHbix OAHHBIXY).



2.10. IlepcoHasibHbIe JaHHbIe - Jt00as HMH(OpMAIUSA, OTHOCIIIASACS K MPSAMO WU
KOCBEHHO ONPEJCICHHOMY WM ONpeensieMomMy puzndeckoMmy Juily (CyOBEKTY MepcoOHaIbHBIX
naHHBIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O nepcoHanbHblX OQHHBIXY).

2.11. CpeactBo 3amuthl nHpopmanuu (C3H) — TexHrnueckoe, TporpaMMHOE CPEACTBO,
BEIIECTBO U (UJIN) MaTepHall, MpeaHa3HAYCHHBIC WU HCIIOIb3yEeMBbIE JIJIS 3aIUTH HHPOPMAIIIH.

2.12. ¥rpo3bl Oe3omacHocTH mnepcoHaJbHbIX AaHHbIX (YBIIIH) - coBokynHOCTH
ycnoBuid M ()aKTOPOB, CO3JAIOIIMX ONACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHCIIE
CIIy4aifHOTrO, JOCTyHa K TEepCOHANBHBIM JaHHBIM, pE3YyJbTaTOM KOTOPOTO MOXET CTaTh
VHUUYTOXXKCHUE, W3MEHEHHE, OJIOKMpPOBAHHE, KOMUPOBAHUE, PACIPOCTPaHEHUE MEPCOHATBHBIX
JaHHBIX, a TaKKe MHBIX HECAaHKUMOHUPOBAHHBIX JIEHCTBUH TMpu ©X 00paboTke B
UH(POPMALIMOHHON CUCTEME TEPCOHAIBHBIX NaHHBIX (Memoouka onpedenenus axmyanbHbix
Vepo3 6e30nacHOCmu NepPCoHAIbHbLIX OAHHBIX NPU UX 00pabomre 6 UHDOPMAYUOHHBIX CUCTNEMAX
NEePCOHATbHBIX OaHHBIX (ymeepoicoena 3amecmumenem oupekmopa OCTIK Poccuu 14 ¢espans
2008 2.))

2.13. YHUUYTOKeHHE NEPCOHANBHBIX JAHHBIX - JCUCTBUSA, B pPE3ylIbTaTe KOTOPBIX
CTAaHOBHUTCS  HEBO3MOXXHBIM  BOCCTAaHOBUTH  COJAEpKAHME IMEPCOHAIBHBIX  JIAHHBIX B
WH(OPMAIIMOHHONW CHUCTEME TMEPCOHANBHBIX JAaHHBIX M (WIM) B pPE3yabTaTe KOTOPBIX
YHHUTOXKAIOTCA MaTepHallbHbIe HOCUTEIH MePCOHANBHBIX NaHHBIX (cm. 3 @3 P om 27.07.2006
2. N 152-®D3 «O nepconanbhbix OAHHbIXY).

1. JOJIZKHOCTHBIE OBA3AHHOCTHU

Anmunuctpatop 6e3onacHoctu UCII/IH o6s3aH:

3.1. 3HaTh nepeyeHb U ycIoBUsl 00pabOTKU MEPCOHANBHBIX JAHHBIX B LIKOJIE.

3.2. 3HaTh NepevyeHb YCTaHOBJICHHBIX B KAOMHETAX IIKOJIbI TEXHUYECKUX CPEACTB, B TOM
yrcne chEMHBIX HocuTenei, koHpurypamuio MCII[n u mepedenb 3amay, pemiaeMbix ¢ €€
HCIIOJIb30BaHUEM.

3.3. Onpenensarpy nmoaHomouust nojb3oBarenei NCIIIH (odopmienne pa3pemuTeabHoi
CUCTEMBI JOCTYIIa), MUHUMAIBHO HEOOXOJUMBIX UM JIJIS BBITIOJHEHUS CIYKEOHBIX (TPYIOBBIX)
00513aHHOCTEH.

3.4. OcymecTBISATh YUET U MEPUOANMUYECKUN KOHTPOJIb HAJ COCTABOM U MOJTHOMOYHUSIMHU
MOJIb30BaTeNe aBTOMaTHU3MPOBAHHBIX pabounx mect (nasee APM).

3.5. OcymiecTBISITh ONMEPATUBHBIA KOHTPOJIb 3a PabOTOM MOJb30BaTeNiel 3aIIMIIEHHBIX
APM 1 aieKkBaTHO pearupoBaTh Ha BO3HUKAIOLIUE HEIITATHBIE CUTYALINH.

3.6. biokupoBaTh AOCTYIl K NEPCOHAIBHBIM JaHHBIM NpU OOHApPYKEHUH HApYyIIEHUUN
nopsiika ux o0paboTKH.

3.7. PearnpoBaTh Ha MOMNBITKM HECAHKIMOHWPOBAHHOIO JOCTyna K HH(pOpMauuud B
YCTaHOBJIEHHOM CT. 4 Hactosmeld NHcTpykun.

3.8. YcraHaBnuBaTh M OCYIIECTBISATh HACTPOWKY CpEACTB 3allluThl MH(pOpMaluu B
paMKax KOMIIETEHIINH.

3.9. OcymiecTBISITh HEMOCPEICTBEHHOE YIPaBICHHE W KOHTPOJb PEXKUMOB pPabOTHI
dbyukuonuposanus npumensiembix B MCII/IH cpenctB 3ammuThl HHGOPMAIIUU, OCYIIECTBISThH
MIPOBEPKY NMPaBUIBLHOCTU UX HACTPONKHU (BBIOOPOUHOE TECTUPOBAHUE).

3.10. [leppoguvecky  KOHTPOJHPOBATh IENOCTHOCTh TMeyarei (TiomMO, HaKIeek)
TEXHUUYECKUX CPEICTB, UCIOJIb3YyEMBIX JJ11 00pabOTKU NEPCOHAIBHBIX JaHHbBIX.

3.11. [IpoBoauTh paboOTy MO BBHISBICHUIO BO3MOXKHBIX KaHAJOB YTEUKH MEPCOHATBHBIX
JAHHBIX, U3y4aTh TEKYIIUE TCHACHIIMHU B 00JACTH 3aIUThI IEPCOHATBHBIX TAHHBIX.

3.12. [IpoBoauTh pa3duWpaTeNbcTBA H  COCTaBICHHE 3aKIOueHW 1o  ¢akram
HECOOIOICHNS YCIOBUN XpaHEHHUS HOCHUTEJEH MEepCOHANbHBIX JAHHBIX, HAPYIICHUs MPaBUI
paboThl C TEXHUYECKUMH U TiporpamMMHbIMU cpenacTBamu MCII/IH, B TOM 4ucie co cpencTBaMu
3aUTHl UHPOPMAIUU, WA TI0 APYTHM HApYIICHHUSIM, KOTOPbIE MOTYT MPUBECTH K CHIDKCHHIO
YPOBHSI 3alIUIIEHHOCTH MIEPCOHAIBHBIX JTAHHBIX.

3.13. IIpenocraBnsate goctyn k MCIIJIH HOBBIM MOJIB30BATENSIM, MPEAOCTABIATH WM
BO3MOXXHOCTH 33/1aTh MapoJib, COOTBETCTBYIONIUI TpeOboBaHUSIM «HCTPYKIIMU 110 OpraHU3aluN
MapOJIbHOM 3aIlUThI.



3.14. Ilpou3BOAUTH MEPOINPHUATHS MO BHEIUIAHOBOW CMEHE Maposeil B COOTBETCTBUU C
«HCTpyKIIMEHN 10 OpraHU3aly NapoJIbHOM 3aIUTHD.

3.15. BHOCUTH IJIaHOBBIE U BHEIIJIAHOBBIE U3MEHEHHUS B YUETHYIO 3alIUCh MOJIb30BaTENEH
HUCTIlH, B ToM uuciae 1o TpeOOBAaHWIO PYKOBOJIUTENS OTIAEIa W B ClIydac YBOJIbHEHUS
COTpY/JHUKA.

3.16. OcyiiecTBAsAT NEPUOAMUECKOE PE3EPBHOE KOMUpOBaHHE 0a3 MEepCOHATBHBIX
JAHHBIX M COIMYTCTBYIOIICH 3aIlWIIaeMol MH(OpMAINH, a TaKKe OCYIIECTBIATH BHEIJIAHOBOE
CO37IaHUE PE3ePBHBIX KOMH 1Mo TpeboBanuto mojbs3oBareneid MCIIJIH 1 B MHBIX cllydasx, KOTa
3TO HEOOXOUMO JIJIsl 00ECTIeUeHUs] COXPAHHOCTH TIEPCOHANBHBIX JTaHHBIX.

3.17. OcymecTBIATh BOCCTAaHOBJICHHE HWH(POpPMAIMM W3 PE3EPBHBIX KOMHH  TIO
tpeboBanuio moian3oBareneid MCII[lH m B HMHBIX ciydasix, KOrJa 3TO HEOOXOAMMO JUIs
BOCCTAHOBJICHUS] yTPAYEHHBIX CBEJICHUM.

3.18. XpaHuTth TUCTpUOYTUBHI pOrpaMMHOro obecriedeHus, ycranosneHHoro B UCIT/IH,
B TOM 4YHCJIE€ JUCTPUOYTUBBI CPEICTB 3allUThl HMH(QOpPMAIMK, B MECTE, HCKIIOYAIOLIEM
HECAHKI[MOHUPOBAHHBIN JOCTYN K HUM TPETHUX JIUII.

3.19. BHOCUTB CBOM NPEJIOKEHUS IO COBEPLUIEHCTBOBAHUIO MEP 3aIMThI IEPCOHAIBHBIX
nanHbix B UCII/IH, pa3paboTke W NPUHATHH MEp IO MPEJOTBPAIICHUIO BO3MOXKHBIX OIACHBIX
MOCJIE/ICTBUIM HAPYIIEHWM, MPUBOIAIIMX K CHMXKCHHMIO YPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX
JTAaHHBIX.

3.20. 3narp 3akoHoAaTenbcTBO P® O mnNepcOHANbHBIX [aHHBIX, CIEAUTh 3a €ro
WU3MEHEHUSMHU.

3.21. BoIONHATh WHBIE MEPONpUATHS, TpeOyemble TEXHHMYECKUMHU U TMPOTPAMMHBIMU
cpeactBamu MCII[IH s moanepxanus ux (yHKIMOHHUPOBAHUSI.

IV. IEUCTBUA ITPU OBHAPYKEHUU MONBITOK
HECAHKIHIMOHUPOBAHHOI'O JOCTYITIA

4.1. K nmonsITKaM HECAaHKLIIMOHUPOBAHHOT'O JOCTYIIA OTHOCATCS:

4.1.1. ceancel pabotel ¢ WCII[IH He3aperucTpupOBaHHBIX IOJb30BATENEH, WIN
II0JIb30BATENEH, HAPYIIMBIINX YCTAaHOBJIEHHYIO MEPUOJNYHOCTH AOCTYIA, WIH CPOK NEHCTBUS
MOJIHOMOYMI KOTOPBIX UCTEK, UJIM MPEBBILIAIOIINX CBOU MTOJIHOMOYHS 10 AOCTYIY K JaHHBIM;

4.1.2. neficTBUSL TpPEThEro JIMLA, MBITAIOMIETOCS TMOJYYUTh JOCTYN (WM YXKe
nonyuuBmero aoctyn) k MCIIJIH, mpu ncrosib30BaHMM Y4YETHOW 3alMCcHU aJMUHHCTpaTopa
wiu apyroro mnosbs3oBatens MCII[IH, meromom monbopa mnapoiisi, MCHOJb30BAHUS MApOIIs,
pa3rIaméHHOro BIaAebleM YYETHON 3alliCH WK JIFOOBIM IPYTUM METOAO0M.

4.2. Ilpu BbIsiBIeHUM  (akTa  HECAHKIIMOHHUPOBAHHOTO  JOCTyNa  aJIMUHHUCTPATOp
6e3onacuoctu UCII/IH 06s13aH:

4.2.1. npexpaTuTh HecaHKIMOHUpPOBaHHbIN gocTyn K MCIT/IH;

4.2.2. TONOKUTh JUPEKTOPY WIKOJIBI O (paKkTe HECAaHKIIMOHUPOBAHHOIO JOCTYTIA,
€ro pesyibTare (YCIeLIHbIH, HeyCIEeIIHbIH) U MPEeINPUHATHIX 1eHCTBUSX.

V. IIPABA

Anmunuctpatop 6ezonacHoctu MCIT/IH nmeet npago:

5.1. TpeboBath ot nonb3oBateneit MCII/IH BbIMOIHEHHUS] HHCTPYKLUUN B 4acTH paboThI C
IpOrpaMMHBIMH, annapatHbiMu cpeactsamMu MCII/IH 1 nepcoHanbHBIMM JaHHBIMU.

5.2. briokupoBarh JOCTYN K MEPCOHAIBHBIM JIaHHBIM JIFOOBIX IMOJIb30BATENEH, €Clii 3TO
HE00X0IMMO ISl IPEAOTBPAICHUS HAPYIICHUS PEXUMA 3aIUThI IEPCOHATBHBIX JaHHBIX.

5.3. IIpoBOIMTE BHEIIAHOBBIE AHTUBUPYCHBIE MPOBEPKH IIPU BO3HUKHOBEHUH YIPO3bI
MOSIBJICHUS] BPEJJOHOCHBIX IIPOIPAMM.

5.4. Ilpon3BOaUTh MEPUOJAMYECKHE MOMBITKHA B3JIOMA MApPOJIEH MOJb30BaTENed B LEAX
TECTUPOBAHUS CUCTEMBbI KOHTPOJIS IOCTYNla Ha HaJIM4YME YsI3BUMOCTEW. B ciydae ycnemHon
HOMBITKY — BIIpaBe TpeOOBATh y MOJIb30BATENSI H3MEHEHMS TApOJIs.



5.5. [IpoBouTh Ciy’keOHBIE PACCIIEIOBAHUS M ONpAIIWBAThH MOJb30BaTENeH MO (hakTam
HECOOJIIOZICHNsl YCIIOBUN XpaHEHUsT HOCUTENEH MepPCOHAIbHBIX JIaHHBIX, HApyILIEHHUs MpaBUIl
paboThI ¢ TEXHMYECKUMH U nporpammubiME cpenctBamu MCII/IH, B ToM 4ncie co cpeacTBaMu
3alUThl MH(MOPMALUK, WM MO JPYTMM HapyIIEHUSAM, KOTOPbIE MOT'YT IPUBECTH K CHUXKEHUIO
YPOBHS 3aLIUIIEHHOCTH [IEPCOHAIbHBIX JTAHHBIX.

VI. OTBETCTBEHHOCTD

6.1. Anmunuctparop 6e3onacHoctu UCIITJIH HecéT nepcoHabHYI0 OTBETCTBEHHOCTH 32
coOmronenne TpeboBaHuii HacTosamed WHcTpykuuu, 3a cpeicTBa 3amuThl UHGOpMaIuy,
IpUMEHseMbIe B IIKOJE, 32 Ka4eCTBO MPOBOAMMBIX UM PalOT Mo oOecredeHnto 0e30macHOCTH
NEPCOHAIBHBIX JaHHBIX W 3a BCE JIEUCTBUA, COBEPIICHHbIE OT UMEHH €ro yuéTHOW 3amucu B
WUCII[AH, ecnmu C ero CTOPOHbI HE OBUIO NPEANPUHATO HEOOXOMUMBIX JEHCTBHH st
MPEIOTBPALCHHS] HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS €T0 YUETHON 3aMHCH.

6.2. Anmunuctpatop Oe3zomacHoctu MCIIIH npu HapymieHMH HOPM, PETyIUpPYIOIIUX
nojiyueHue, o0paboTKy M 3alIUTY MEPCOHANbHBIX JAHHBIX CYOBEKTa, HECET AUCLMILTUHAPHYIO,
aJIMAHUCTPATHBHYIO, TPAKJAHCKO-IIPAaBOBYIO M YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKoHOJaTenbCTBOM Poccuiickoit denepanni.



